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Introduction
The EU General Data Protection Regulation (GDPR) is, according to the EU, the most 
important change in data protection privacy regulation in 20 years. In the UK, these rules 
will replace the UK Data Protection Act 1998 (DPA) and will deal with the secure collection, 
storage and usage of personal data. 
 
Despite the wide ranging and obvious importance of this legislation and its related effects, many 
organisations do not have a plan in place to deal with the regulations and many are not aware 
of its far-reaching impact. We’ve written this guide to help you understand the new regulation in 
greater depth and to contextualise the GDPR for communications professionals whose work in 
public relations, public affairs and stakeholder engagement is built on developing lasting personal 
relationships with journalists and other media, social media and political influencers. 

About this guide
This concise guide to the GDPR has been written specifically for communications professionals. 
However, it is by no means comprehensive and does not negate the organisational accountability 
principle at the core of the GDPR. It does not aim to provide legal advice, but simply to make PR, 
public affairs and stakeholder engagement professionals feel more confident in their understanding 
of the regulation and to educate Vuelio customers on practical ways our platform can support 
compliance.
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Glossary of key terms
Personal data
“Any information relating to an individual or identifiable natural person” (i.e. a data subject). Personal 
data identifiers include name, identification number, location data (their whereabouts at any given 
time, in real-time or historically), online identifiers (e.g. cookies), or one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural or social identity of that person.

Data Controller 
The entity (which could be a person, partnership or company) which, alone or with others, 
determines the purpose and means of the processing of personal data. In the context of Vuelio 
customers, Vuelio and the customer are both data controllers. Vuelio acts as data controller of the 
Vuelio Database, but at the point of licensing the service, the customer becomes a data controller 
because they determine the purpose and means of processing.

Vuelio customers are also sole data controllers of any private contacts which they add into 
the Vuelio CRM1 or any additional personal details they add to the existing contact profiles in the 
Vuelio Database. It is important to note that all personal data inputted into the Vuelio platform by 
a customer is completely proprietary to the customer and never shared with third parties. This is 
a key data security distinction between the Vuelio platform and other “crowdsourced” database 
providers and is critical to protecting our customers; ultimately our customers are responsible for 
ensuring that all systems on which personal data are collected, processed and stored are secure 
and not at risk of unauthorised disclosure. 

Data Processor
A sole trader, partnership or company that acts on behalf of the controller in processing the 
controller’s data—this includes integrated communications platforms, such as Vuelio.

Processing
Any operation or set of operations performed on personal data or on sets of personal data. 
Communications industry examples include:

• Building media lists;

• Distributing press releases and tracking results like opens, clicks and content downloads;

• Creating internal alerts for media monitoring;

• Managing journalist and other influencer permissions for Online Media and Investor Centres.

1The Vuelio module that supports relationship management and case management across a team, business unit or organisation; 
also known as Vuelio Stakeholder Relationship Management, Vuelio Case Management and Vuelio Corporate Memory.
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Lawful bases for processing
Organisations must identify “a lawful basis for processing personal data” before it is processed and 
the lawful basis on which personal data is processed needs to be documented. An organisation 
must establish the appropriate legal basis for processing personal data as listed in Article 6(1) of 
the GDPR. Available grounds listed include: (a) consent of the data subject; (b) performance of a 
contract; (c) compliance with a legal obligation; (d) protection of vital interests; (e) public interests; 
and (f) legitimate interests. We advise that all organisations review their basis for processing with 
their legal counsel if possible.

According to the Information Commissioner’s Office (ICO), “legitimate interests” is the most 
flexible basis for data processing, and it is our opinion that it is also the most appropriate fit for 
a communications department. Processing influencers’ personal data is an intrinsic part of a 
communications team’s role when providing them with targeted and relevant content – provided 
that it can be demonstrated that the information that is sent to them is of genuine interest and 
not just an email blast to all influencers containing product-led promotions, which could risk 
being classified as unsolicited marketing. 

Reliance on legitimate interests requires a review of the “reasonable expectations”  of the individuals 
based on their relationship with the controller and whether the individual could “reasonably expect 
at that time and in the context of the collection of the personal data that processing for that purpose 
may take place”. We believe that journalists and social media and political influencers would 
reasonably expect their details to be used by communications professionals for the purposes of 
building mutually beneficial relationships and sending targeted communications content.

Subject Access Request (SAR)
Under the GDPR, individuals will have rights including the right to be informed; access their personal 
data; rectify inaccuracies or omissions; request deletion or removal of data once it is no longer 
required; restrict the processing of their data; and object to the use of their data. In most cases, 
organisations must comply with any SAR at the latest within one month of receipt and responses 
must be made electronically.

Personal data breach
A breach of security leading to “the accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal data transmitted, stored or otherwise processed”.  Organisations 
must take steps to mitigate the risk of data breaches by ensuring that all personal data is kept 
secure. Data breaches must be reported to the Information Commissioner’s Office (ICO) within 72 
hours of the organisation becoming aware of the breach.

2 For further information see Recital 47 of the GDPR
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Principles
Article 5 of the GDPR sets out the data protection principles that underpin the processing of personal 
data under the new regime:

• Lawfulness, fairness and transparency – personal data shall be processed lawfully, fairly and 
in a transparent manner;

• Purpose limitation – personal data shall be collected for specified, explicit and legitimate 
purposes and not further processed in a manner incompatible with said purposes;

• Data minimisation – personal data should be adequate, relevant and limited to what is 
necessary in relation to the purposes for which they are processed;

• Accuracy – personal data shall be accurate and, where necessary kept up to date;

• Storage limitation – personal data shall be kept in a form which permits identification of data 
subjects for not longer than is necessary for the purposes of which the personal data are 
processed;

• Integrity and confidentiality – personal data shall be processed in a manner that ensures 
appropriate security of the personal data, including protection against unauthorised or 
unlawful processing and against accidental loss, destruction or damage, using appropriate 
technical or organisational measures;

• Accountability – the controller shall be responsible for, and able to demonstrate compliance 
with, the GDPR.

These principles must be front of mind when thinking about how the GDPR applies to 
communications teams and each team member must be able to demonstrate how they are 
acting in accordance with them.
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Getting to grips with the key 
actions required under the 
GDPR
There are many actions that a communications department or agency must fulfil in order to remain 
compliant, including but not limited to:

• The accountability principle requires organisations to demonstrate that they comply with 
the principles of GDPR by documenting their activity. This new requirement under the GDPR 
(Article 5(2)) requires organisations to understand and record all personal data held, as well 
as details of why it is captured, how it is captured, how securely it is held, how it is used 
etc. The definition of personal data is wide ranging, so it is important for a communications 
organisation to consider the risks of, for example, meeting notes held in physical notebooks, 
disparate spreadsheets containing dietary requirements or RSVPs for events and ad-hoc 
emails lost in Outlook archives. Encryption and electronic storage of all personal data is 
strongly recommended for security purposes;

• A communications department or agency must establish the appropriate legal basis for 
processing and ensure that all data subjects whose personal data is collected are notified. If 
you are obtaining consent then any request to a data subject must be prominent, concise, 
separate from any other terms and easy to understand. If you are using other legal grounds 
for processing, then information is typically provided via a Privacy Notice detailing the name 
of your organisation, purpose of the data collection and how it is processed. In either case 
you should give the data subject the opportunity to withdraw consent or “opt out” of the 
processing of their personal data;

• Appropriate processes should be in place so that data subject requests can be complied 
with within the 30 day required response time;

• All members of the communications department or agency must understand what 
constitutes a data breach and processes for prevention, detection and reporting any breaches 
that occur;

• A documented risk assessment of all personal data collection and processing is required to 
evidence compliance with the GDPR;

• Where suppliers or other third parties process data on behalf of the organisation, the terms 
and conditions of the contracts should include the GDPR mandated clauses regarding data 
processing on behalf of the organisation. For Vuelio customers, there will be a variation 
to your existing Ts&Cs to ensure that these mandated clauses are incorporated. 
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Practical suggestions for 
communications professionals
First and foremost, it is important that every communications professional, whether in-house or at 
an agency, is aware of the GDPR and prepared to effect the required organisational changes to ensure 
compliance. The ICO recommends taking a “privacy by design” approach that embeds privacy and data 
protection compliance in your processes from start to finish, calling this an “essential tool in minimising 
privacy risk and building trust”. 

A good start is to evaluate all of the different ways that personal data is currently collected and 
processed and perform a risk assessment on the current processes used. Do meeting notes in physical 
notebooks contain personal identifiers about journalists or other influencers? Is event attendance, 
dietary requirements or disabled access information held in spreadsheets in shared folders? Are 
business cards on desks or in unlocked drawers, or contact details held on unsecured mobile devices? 
Are you comfortable that your current methods abide by the key GDPR principles of integrity and 
confidentiality?

When thinking about how this personal data is processed, it is important to also consider how easy 
it would be to transparently evidence this processing as part of a data subject request or ICO audit. If 
content is distributed via email, how easy would it be to collate all emails ever sent by any member 
of the team to a data subject as part of a SAR? How do you log the distribution of event invitations or 
press packs? 

You must also consider how easy it is to abide by the principles of data minimisation, accuracy and 
storage limitation when working with disparate, siloed physical and digital processes. How do you 
practically comply with a data subject request to delete personal data? How do you dispose of personal 
data once it is no longer required? 

Once you have identified any areas of risk or potential non-compliance, review your existing procedures 
for detecting, reporting, investigating and remedying a data breach. Evaluate your general compliance 
and identify an action plan of processes for enforcing end-to-end privacy by default rather than seeking 
to achieve protection on a piecemeal basis. Consider whether you need to invest in new technology or 
better use existing technology to help you comply with the GDPR.

Finally, make sure that all staff are trained on what changes you will be making in order to comply with 
the GDPR and how it will impact their current ways of working.
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How Vuelio can aid GDPR 
readiness today
While GDPR readiness can pose a significant challenge to many organisations, many of its technical 
requirements align closely with the security and compliance best practices already built into the Vuelio 
solution. 

Over the past 20 years, Vuelio has been trusted by organisations across every industry, including 
the most highly regulated sectors, to protect sensitive business information without compromising 
workforce productivity; as such, security of technology and process is firmly embedded throughout our 
organisation. We are ISO27001 and 9001 compliant, and all of our data is hosted in the UK in Microsoft 
Azure’s fully secure data centres; we have intrusion protection and intrusion detection in place with 24/7 
monitoring, and are subject to regular third-party penetration testing.

The Vuelio platform supports your GDPR readiness by providing a foundation of confidentiality, integrity 
and availability. Using Vuelio enables organisations to:

• Ensure that personal data is stored securely within the Vuelio CRM and that there is an audit trail 
of when and who entered the information and how it was subsequently accessed;

• Set granular permissions controls within Vuelio to provide user authentication security, mitigating 
the risk of unauthorised or unlawful processing and against accidental loss, destruction or damage;

• Use a centralised platform for data processing to provide integrity and transparency around the 
purposes of processing, enabling organisations to demonstrate compliance with GDPR, reducing 
the burden of SARs or ICO audits;

• Enable any data subjects to opt out of receiving communications content distributed through 
Vuelio, automatically removing them from all mailing lists, current and future, as well as removing 
all their personal data from reports, until such time that they opt back in;

• Ensure targeted communications by identifying the most appropriate media, social media and 
political influencers and engaging with timely, relevant content through the channels most 
convenient to them;

• Maintain a record of these communications, both for auditing purposes and to help improve 
communications targeting on an ongoing basis

• Audit and enforce standards of personal data collection, maintenance or subsequent deletion.
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Additional Vuelio enhancements 
– our GDPR module and other 
new functionality
Vuelio is developing additional tools designed specifically to support organisations’ compliance with the 
GDPR, which will be launched before the GDPR becomes law on 25 May 2018.

GDPR module
1. Data subject notification

When adding or updating a private contact in the Vuelio CRM, an organisation will have the option 
to send a templated email notification to that new or updated contact informing them that their 
personal data is being processed and for what purpose. Organisations will be able to choose 
the privacy policy applicable to the type of data subject added to the database from a range 
of configurable, editable, branded templates held in their private asset library. Consent form 
templates will be available for those cases in which consent is the legal basis for processing. 
These emails, along with records of consent (where appropriate), will be automatically stored 
against the new or updated contact profiles.

2. Data subject access requests
The Vuelio GDPR module provides a centralised inbox for all GDPR requests, from which they 
can be assigned to the relevant business owner based on the nature of the request and granular 
user permissions. The module includes a clock with a 30-day countdown that commences on 
receipt of a SAR request (whether an email received directly within Vuelio, a logged phone call, or 
a physical letter uploaded to the system), generates alerts as the request deadline approaches 
and allows for pauses in the countdown should the organisation need to contact to the data 
subject for clarification.  Organisations can respond to data subjects with emails configured from 
templates containing key information for each type of GDPR request, and personal data can be 
made available in an encrypted email with an encrypted CSV file and password sent via another 
channel (e.g. mobile SMS).

The Vuelio Mobile App
Our new app includes functionality supporting secure collection, access and processing of personal 
data on the move. All influencer contacts (both those in the Vuelio Database and private contacts) can 
be accessed via the Vuelio app by users logging in with a unique user ID and password, mitigating the 
risk of a data breach in the event a smartphone or tablet is lost or stolen. Making the Vuelio Interactions 
module available on a mobile reduces the need to keep personal data information in the form of paper 
notes or business cards. Details of personal data accessed, when and by whom is captured in the audit 
trail within the platform. 



11

Conclusion
Vuelio can help organisations across every industry, including highly regulated government, financial 
services and healthcare sectors, meet the most stringent internal and regulatory requirements for 
security and data protection. All organisations preparing for the GDPR must review existing ways of 
working and where necessary develop and implement more transparent, secure and centralised 
processes to better protect personal data, minimise the risk of breaches, and ensure and demonstrate 
compliance with the technical and organisational requirements of the GDPR. The Vuelio platform not 
only supports GDPR compliance for communications professionals, but does so in ways that are reliable, 
consistent and straightforward – enhancing your productivity and improving your communications.

Compliant comms software?
Make all your communications and data GDPR compliant with the Vuelio Integrated Communications 
Suite.

Log all your stakeholder interactions, access the world’s largest media database, optimise press 
release distribution, monitor all your media, track parliament and political developments and measure 
your communications to understand the effectiveness of your campaigns, the strength of your brand, 
and the ROI of everything you do.

Vuelio integrated comms software allows you to:
• Centralise all your engagements and stakeholder data to log, share and report stakeholder 

engagement activities, ensuring consistent communications that help maintain and improve 
crucial relationships and GDPR compliance

• Access the largest UK database of journalists, editors, bloggers and other media contacts, full of 
the information you need to succeed: names, numbers, profiles, pitching preferences, and pet 
hates - all in a GDPR compliant database

• Listen to what people are saying about your brand across millions of social, broadcast, print and 
online sources and track all of those conversations in one place

Call 020 3426 4125 or visit vuelio.com
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